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SyAM Software Tool Tip: Integration into HP Network Node Manager

Overview:

This document provides on overview on integration of SyAM Server Monitor with Network Node Manager,
combining NNM's automatic discovery and inventory of your physical network devices with SyAM's real-
time monitoring and pro-active alerting of your systems and storage resources.

Requirements:

Network Node Manager version 6.31 or greater

TCP/IP Networking

Syam.mib loaded on system running NNM

SNMP services installed on Servers and Desktops running the SyAM Agent

Benefits:

System Level Alerting- Ability to view the status of all monitored components at a system level
Physical Sensors (Fans, Voltages, Temperature) Logical Sensors (Network Adapters, Physical Disks,
Logical Disks, Managed RAID Controllers, CPU Utilization, Memory Utilization)

Central Level Alerting-Ability of configure event notifications for all systems managed by the central
server.

Platform Event Traps, Hardware Events, Storage Events, Performance Utilization Events, Asset
Monitoring Events

SNMP traps containing notification events are sent to the NNM station, once the administrator is alerted
upon a system issue, they have the ability to browse to the SyAM user interface to take the necessary
actions.
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Notification Configuration

These screen shots show how to configure the SyAM Server Monitor to send SNMP traps to HP NNM.
Simply add in the IP address of the NNM as the SNMP Trap Receiver, as well as check which events

should be reported to the NNM.

Configure from System Alert Matrix.
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Notification Settings
Email Address

SMS /Pager Address

admin@company. com|

Metwork Message Machine

Name 192,168, 1.1
SMC System 192,168,100 _.l—'|
sdrain1234|

Sender's Email Address

Lecal Admin@cormpany. cuml

rmitp. Comp an -,-.cu-rn|

Sender's Email Password

Mail Server

|
|
|
|
Username [
|
|
|
|

SHMP Trap Receiver snmp.cnmpany.:nnﬁl

[ hexet form ] et hottcatons — [ Aoy

Example

admin@company,com

192.168.1.1
192.168.1.1
Username

Local Admin@company,com

STAEP.COMpany com

ERAMp.COMpANY,COM
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Configure from Central Alert Matrix

Event Category Email #1 SMS/Pager #1 Email #2 SMS/Pager #2 SNMP Trap
;,_"'-1 Platform Event Traps O | O
g Hardwrare Events 0 0 |
'1! Metwork Events (| O 0O
Storage Events (| O 0O
g~ Performance | O O
= Utilization Events
2 94 Ascet Monitoring
=% Events 0 O 0
B J System Absent 4| [l 0O Bl
Example
Email Address #1 for Alerts sdrnin@ea mp any. corm| sdmin@company.com
SMS /Pager Address #1 for Alerts |
Email Address #2 for Alerts adrin2@co g any. com| adminZ@ company.com
SMS /Pager Address #2 for Alerts sdrmin1234
Username | Usarnamea

Central. Adm in@company. -:arn-| Central.Admin@ company.com

srnkp. cormp any. cormn| EMIP.COMpAnNY.COMm

Sender’s Email Address

Sender's Email Password

Mail Server
SMMP Trap Receiver

ERMp, CoOMpant. ccml

Installation
Please note that the screen shots used in this document are from NNM version 6.31

Load the MIB
The SyAM MIB defines a set of notifications only; it does not define any managed objects as an SNMP
management application, such as the MIB Browser Tool in NNM, can Get or Set.

1.) Go to <Options><Load/Unload MIBs:SNMP>
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192.168.200.5egment1 = o ] [
Map Edit  View Performance Configuration Faulk  Tools | Options  Window Help

Report Configuration
&l%la‘ﬁ'ﬂlﬁ}l% @l@ s SMMP Configuration

Event Configuration
Data Collection & Thresholds: SHMP
MIE Application Builder: SMMP
[GATE "W AT 74500 J5-DESKT O] EUGANDPRINTER] -] [152.16¢ : = 7
dell2400- Network Poling Configuration: IPfIPX
. = =
DELL-GX] RN
] - =] = -,
PYER PAGE ]
GA-7H400 Ga7ver] a7
-
LONES PASpA| [HIOMI
/{354 L]

default [Read-write] | [Auto-Layout] [Connection Labels OFf] 4

License Passward

132.165.200.55) [P4PE-EILL| FETS0CW 2]

GA-TVTE00ET AM-EUILD-TEST - GT00-F3]

2.) Enter location or browse to SyAM.mib file. Select Open to load the MIB.

'192.168.200.5egment1 - : = |EI|1|
Map Edit Yiew Performance Configuration Fault  Tools  Options  Window  Help

RS

Load/Unload MIBs:SNMP

Loaded SHMP MIBs:

x|
1902 SNMPY2 SHl Load...
1fe1 303 SHMPY2TC e |
L L o156 SHMPYE TH
171 307-SNM P2 MIB &I
IENAITupe-MIE
1213 MBI :
I tc2011-IP-MIE Close
:  |ic2012TCP MIB
ifc2013UDPMIB Help
ifc2863-F-MIE

I
—=
RE0P5-iz]  [S65GEF

SNMP MIB Files Not Found

GA-TYTBOOET AM-EILD-T

The SHP MIB files are not available at the
— location specified below.

LIONE4

E Please ingert the CO-ROM containing Opentfiew
or enter another location, and press Open

Lacation:

Ic:\syam-mib

default [Read-Write]

3.) This screen will come up to verify that the MIB has been successfully loaded. Click OK to load the new
definitions into the OpenView event system.
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Load TRAP-TYPE/NOTIFICATION-TYPE macro? x|

@ MIE successfully loaded,
A TRAP-TYPE/MNOTIFICATION-TYPE macra was Found in the File just loaded.
would you like to load those definitions into the Openview event
syskem? IF vou have previously loaded these definitions, then the
existing definitions will not be replaced.

QK I Cancel

4.) After the MIB has been loaded, use the Event Configuration Tool to define the handling of the received
traps.

SHIMP TRAP-TYPEIMOTIFICATION-TYPE macro defintions successFully
|naded inta krapd.conf, Use the event configrator
(Options- =Event Configuration) ko view the changes

5.) This window shows that the MIB has been loaded.

Load/Unload MIBs:SNMP

Loaded SHIP MIBs:

X
rfc1 302-5M b Pw2-Shl T
rfc1903-5MMPw2-TC [ I
rfc1 906-5M M Py2-Th
rfe1907-5SMMPw2-MIB Unload |
[ANAIT ype-MIB
rfc1213-MIBH
rfc20171-IP-kIB Cloze |
rfe2012-TCP-MIB
rfe2013-UDP-MIB Help |
rfe2B63-IF-MIB
spam-mib

Event Configuration

NNM's Event Configuration tool generates the information needed to translate the trap data into
meaningful text for the alarm browser to display, and also allows the administrator to configure an
automated action when a trap is received.
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1.) To configure the events, go to <Options><Event Configuration>

192.168.200.5egment 1 = == 1[
Map Edit Wwiew Petformance Configuration Fault Tools | Options Window Help

Report Configuration
An %llﬁ" ﬁ}l%@l @ilg % SMMP Configuration

Data Collzction & Thresholds: SNMP

o MIB Application Builder: SHMP
= ! Load/Unload MIEs: SMMP
dell2400-1 [52.16¢

Metwork Poling Configuration; IP/IPX

. 1 License Password
[132.162.200.102] [FET500wW V2] [DELL-GH M?V\
[u1]
—_=
DZEEGEF]  [Ah437] [RECPL-GaEILD-SERVER] [PAGE"Y] [DELL-GEI0-[FT+M2-EN-20]

m
B 5
Gi&-FhI400] G&-TVAR] [ /C37
=
23500

| [Auto-Layout] [Connection Labels OFF] v

default [Read-write]

©2007 SyAM Software, Inc. All rights reserved. SyAM Software and the SyAM Software design are trademarks of SyAM Software,
Inc. Other brands and names are the property of their respective owners.

6



SyAM Software: Integration into HP Network Node Manager

2.) Select syamManagedSystemNotificationPrefix from the Enterprise MIBs listed. Each notification event
can now be configured to the desired reporting level within NNM.

& Event Configuration : =10x]

Fle Edit ‘View Help

Enterprises:

Mame | Identifier -
dmtfStructurebependenc,..  1.3.6.1.4.1.412.2.4.68
dmtFSystemCacheTable 1.36.14.1.412,2.4.9
dmtfSystemHardwareSec... .1.3.6.1.4.1.412.2.4.49
dmtFSystemResetTable A.56.1.4.1.412.2.4.40
dmtfTemperatureProbeTable  1,3.6,1.4,1,412,2.4.54
dmtfUPSEatteryTable 1.5.6.1.4.1.412.2.4.52
drtfvaltageProbeTable 1.3.6.1.4.1,412,2,4.53
EMTERPRISES 1361401

Managek 1.3.6.1.4.1,2427
Openiiew 1361401011217
rmon 156121016
snmpTraps .1.3.6,1.6.3.1.1.5

[Vl

I3

Events for Enterprise spamManagedSystemM atificationPrefiz [ 1.2.6.1.4.1.20091.1.2 ):

Mame | Identifier | Sources |
syamManagedSystemCriticaldssetChange Specific 153 ALL SOURCES
syamManagedSystemCriticalStateEnterad Specific 133 ALL SOURCES
syamManagedSystemCritical ThresholdExceeded Specific 113 ALL SOURCES
syamManagedSystemCritical ThresholdRestored Specific 123 ALL SOURCES
syamManagedsystemiaormalstateEntered Specific 131 ALL SOLURCES
syamManaged3ystemRemovableDevicePresence Spedfic 162 ALL SOURCES
syamManagedsystemTest Specific 261 ALL SOURCES
syamManagedsystemivarningAssetChange Specific 152 ALL SOURCES
syamManagedSysterm'WarningStateEntered Specific 132 ALL SOURCES
HEWET ingThire: d 2
syamManagedSystemiWarningThresholdR estored Specific 122 ALL SOURCES

3.) The administrator can specify whether the notification event will include traps received from all sources
or specified sources.

Modify Events |

Description  Sources EventMessage' .i'-.ctiu:unsl Fonwarding

Thiz event includes traps from:

3

(O :

™ Only specified sources:

(1] I Cancel Spply Help
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4.) Select desired logging method and alarm category as well as the severity level for the event. Entering
“$1” as the parameter for the Event Log Message will display detailed information about the event in
the Alarm Browser Tool. Alarm actions may also be configured when a trap is received. When event
configuration is completed, click OK, and then click OK to save the trapd.conf file.

Modify Events L il

Descriptionl Sources Ewvent Meszage I Actions I Fonmarding |

Actions:
" Don't log or display
" Log only
% |og and display in categon: [y,

Senveriby:

I'w'arning j

Ewvent Log Meszage:

1

OF, I Cancel Apply Help

5.) The Alarm Browser displays SNMP traps that are coming from the sources NNM approved to receive.

A Threshold Alarms Browser : =[o] x|

File Actions View Help

Ack Cor Severity Date/Time Source Message
(i Warning Fri Jul 30 11:53:41 SE7E0LUVZ SE?501WVZ {192 168 200.104) Fri Jul 30 11:50:39 EDT 2004: Temperature [ SE7S0LW
Il Warning Fri Jul 30 12:34:00 SE7E0LUVZ warning

Il Warning Fri Jul 30 12:35:54 SETEOLUVE SE7S0LWVZ (182.168.200.104) Fri Jul 30 12:36:53 EDT 2004: Physical Security [ 3
Il Warning I 7 SE750LUVZ 00.104) Fri Jul 30 13:00:15 EDT 2004: Temperature [ SE7501W

-Ioix]

Error Alarms

[ Threshold Alarms

[ Status Alarms
Configuration Alarms
[B] Application Alert Alarms
All Alarms

4 Alarms - Critical:0 Major:0 Minor:0 Warning:4 Normal:0 ~

4] |

6.) This example shows an event that has been configured to display detailed event information.

A Threshold Alarms Browser i i [ ]

File Actions Wiew Help

Ack Cor Sewerity Date/Time Source Mezsage
] Warning Fri Jul 30 11:53:41 SE7S010VE SE7S0LWVE (19Z.168.200.104) Fri Jul 30 11:50:35 EDT Z004
,_ Warning Fri Jul 30 12:34:00 ESE7L01WVEZ warning
[ Warning Fri Jul 30 12:39:54 SE7E01UVE SE7EOLWVE (19Z.162.E200.104) Fri Jul 30 1Z:36:53 EDT Z004
— e e I I ey e T e e i PR e R i e
FriaJul 3012:03:17
SE7ROTWA2

SE7E01WwY2 [192.168.200.104) FriJul 30 13:00:15 EDT 2004: Temperature [ SEFS01WA2 (192.168.200.104] Fri Jul 30 13:00:15 EDT 2004: Temperature [ Baseboard Temp | 46
exceeded warning threzhold 40 ] 46 exceeded warning threshold 40
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Contact SyAM Software

For additional information, sales, or technical support, contact SyAM Software:

SyAM Software, Inc. 888 UnifyMe (864-3963)
Corporate Headquarters Sales Offices

1 Chestnut Street, Suite 3-I North America +1 603 598-9575
Nashua, NH 03060 South America +55 11 3641-3580
FX +1 603 598-9577 Europe +49 8158 905933
info@syamsoftware.com www.syamsoftware.com
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